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Installation Package: All operating systems

Navigate to our VPN Homepage: http://ngvpn.nvidia.com . This page contains a list of all

worldwide gateways and the link to the client download page, see below.


http://ngvpn.nvidia.com/

1 NVIDIA.

DTN 5 - uriced s

DRIVERS » PRODUCTS » COMMUNITIES »

Warning: Use of this network is restricted to authorized users only. All access attempts and activities on this network are
subject to being monitored, logged and audited. The network operator reserves the right to consent to valid law
enforcement requests to search the network and to institute legal or disciplinary action against any misuse of the
network.

Please connect via a gateway from the list below:

(Requires CISCO Anyconnect software - this can be installed from here)

EU: ;C":"‘:"""-

London DC5 (UK) - ngvpn10.nvidia.com
Sophia (FR) - ngvpni2.nvidia.com
Berlin (DE) - ngvpni3.nvidia.com

Wurselen (DE) - ngvpni5.nvidia.com
Moscow (RU) - ngvpnié.nvidia.com
Bristol (UK) - ngvpni7.nvidia.com
Helsinki (F1) - ngvpni%.nvidia.com

IN&ASIA: Gateway
Bangalore DC4 (IN) - ngvpn20.nvidia.com
Pune (IN) - ngvpn21.nvidia.com
Hong Kong DC3 (CN) - ngvpn30.nvidia.com
Beijing (CN) - ngvpn31.nvidia.com
Shanghai(CN) - ngvpn32.nvidia.com
Shenzhen(CN) - ngvpn33.nvidia.com
Taipei(TW) - ngvpn34.nvidia.com
Hsinchu(TW) - ngvpn35.nvidia.com
Seoul (KR) - ngvpn3é.nvidia.com
Tokyo (JP) - ngvpn37.nvidia.com

US: Gatev

Santa Clara (US) - ngvpn01.nvidia.com
Austin TX (US) - ngvpn03.nvidia.com
Durham NC (US) - ngvpn04.nvidia.com

Westford MA (US) - ngvpn05.nvidia.com

For technical support, please contact NVIDIA IT Help-Desk.

Click the hyperlink “ ” to Navigate to the Client Download Page.

Please connect via a gateway from the list below:

(Requires CISCO Anyconnect software - this can be installed from here)

Click the operating system name to download the correct version of the client for your
operating system. Save this file to your Desktop or another location you can easily access.


http://www.nvidia.com/content/includes/anyconnect.html

NVIDIA Anyeonnect x \
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<A NVIDIA.

NVIDIA Anyconnect VPN Clients

This completes the download for the AnyConnect client.

Navigate to the client installation file win-3.1.13015.msi downloaded above (note the
filename will change without notification to the latest available client). Double click the file to start
the client installation.

windows - o X
&« - P « client windows o
Name Date Type Size
i3 win-3.1.13015.msi 23/12/2015 13:29 Windows Installer ... 4,835 KB
Click “ " to continue, follow all the default options.
_[;:"-_,J Cisco AnyConnect Secure Mobility Client Setup &r

Welcome to Cisco

p s AnyConnect Secure
I | Mobility Client Setup
Wizard

The Setup Wizard will install Cisco AnyConnect Secure
b Mobility Client on your computer, Click Next to
3 continue or Cancel to exit the Setup Wizard.

[ Next> | | cancal

Select “@ I accept the terms in the License Agreement ~ Then click “ ” to continue.




ﬁ Cisco AnyConnect Secure Mobility Client Setup ﬂ

End-User License Agreement /

FPlease read the following license agreement carefully

l Supplemental End User License Agreement for Cisco Systems
AnyConnect Secure Mobility and other related Client |
Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains
additional terms and conditions for the Software Product licensed

under the End User License Agreement ("EULA") between You =

(7)1 do not accept the terms in the License Agreement

Advanced Installer

..
\\t.r,y

|
)

< Back ][ Mext = ] [ Cancel
Click “ " to continue.
iz Cisco AnyConnect Secure Mobility Client Setup “
Ready to Install / ;-6:;
|
The Setup Wizard is ready to begin the Typical installation s %
ok
Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.
Advanced Installer
< Back Cancel
Click “ ” to complete the AnyConnect client installation.

If requested by the operating system
you will need to allow the install to continue
with Administrative privileges.




ﬁ Cisco AnyConnect Secure Mobility Client Setup @
.
4 0\ Completing the Cisco
) ‘@ | AnyConnect Secure
=4 Mobility Client Setup
R -
: Wizard
P 4
| = Click the Finish button to exit the Setup Wizard.
L
e
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i
¥
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Open the Duo Enrollment email received in your mailbox. Another way is you can open
Internet browser and type https://duo.nvidia.com.

Click on the Enrollment link. And use the steps for setting up Duo (Go to step vi).

Input username and password (Windows/Domain Password). Click " "

NVIDIA. Duo Device Management

Username:

Enter NTAccount  NVIDIA Domain/Login Username

Password:

NVIDIA Login/Domain Password

Need Help?
|:> LOGIN


https://duo.nvidia.com/

iv. Click Start setup.

Protect Your NVIDIA Corporation
<

Account
NVIDIA.

.
at i this? L

Two-Tacior authentication enhances the Seounty of your sccount by using
a secondarny device to verify your identity. This prevents anyone but you

Mpnd HelE?
t . from BCcessing your account, even if they know your password
Possvered by Duo Securicy
This process will nelp YU Sel up your AcCount with this added layer of

securing

v. Select your device type; then, click Continue.

@D! What type of device are you adding?

' pobile phone -

nlelA_ L Tablet (iPad, Nexws 7, etc.)
6 |

e 1
ST

P
L = Landline

o
UZF coken (Reguires a UIZF token companhe Drossen)

Continue

Persenrad By Dud Securty

vi. Follow the instruction set below corresponding to the option you chose: mobile phone or
tablet, landline.

vii. Once you have followed one of the below instruction sets, continue down to Connecting to
VPN using Duo with Cisco AnyConnect.

Mobile phone or Tablet

1. (Mobile phone option only) Select your country from the dropdown list and type in your
phone number. Be sure to use the number of the mobile phone that you’ll have with you
when logging into a Duo-protected application.



2. (Mobile phone option only) Confirm that you entered your number correctly by checking the
box; then, click Continue.

@! Enter your phone number

n\"DIA Uningd States .
What iz thiz? [
+1 | (201)234-5678 | ¥

Powered by Dud Security ex; (207) 234-36T8

(201) 234.5678 This is the correct number.

m Continue

3. Choose your mobile device’s operating system and click Continue.

S

NVIDIA. -

What is this? [4

What type of phone is +91 86001 052947

BlackBerry
MNeed help?

Windews Phone

R Other (and cell phones)

4. Install the Duo Mobile app on your device following the directions provided by the Duo
webpage.

@Z Install Duo Mobile for iOS

1. Launch the App Store app and
NVIDIA.
Wnat is this? 5

search for “Duo Mobile”
2 Tap "Get” and then “Install” to
downioad the app
Tap "OK" when asked If Duo Mobile
should De able to send push

notfications

I have Duo Mobile instalied

Powered by Duo Security

5. Once installed, open the application on your mobile device.

6. After accepting the License Agreement, return to your web browser and click | have Duo
Mobile installed.

7. Within the Duo Mobile app, click Add Account.



Activate Duo Mobile by scanning the barcode on the web browser using the app’s built-in
barcode scanner via your smartphone’s camera. When you successfully scan the barcode, a
green checkmark will appear.



@g Activate Duo Mobile for Android

1. Open Duo Mobile
What is this? Cf

2 Tap the "+" button

3. Scan this barcode

Powered by Duo Security

9. Click the Continue button on the web browser.

Note: Having trouble scanning the barcode? Click on “Or, have an activation link
emailed to you instead. “and Duo will send you an activation link on email.

@2 Activate Duo Mobile for Android

1. Cpen Duo Mobile.
NVIDIA.
his? O

2 Tap the “+" button.
_____ 3. Scan this barcode.

an activation link emailed to

Powered by Diud Seourity

10. As an Recommended feature: Please choose “Automatically send this device a Duo Push”
option from Drop-down.
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@ My Settings & Devices
‘ 'ﬁ‘ Android +91 86001 0... JusT ADDED ‘
NVIDIA.

What is this? 0§ - har i
Mesd help?
Powered by Duo Security Default Device:  Android +91 880017 05294
When llggin: | auromartically send this device a Duo Push v

Save Continue to Login

@D My Settings & Devices

NVIDIA l

Whatis this? CF + Add another device
Need help?
Powered by Duo Security Default Device:  android

Whenllogin: | Ask me to choose an authentication method 7

m Continue to Login

NOTE: Please don’t set the option to “Automatically call this option” as Cisco AnyConnect will
by Default sends Duo Push if you have Duo Mobile App installed or if you have Push Capable device.

11. Congratulations!!! Your device is ready to approve Duo authentication requests. Your device
enrolment process is completed, kindly login to VPN using Cisco AnyConnect client

12. (For Tablet Option Only) Select the Tablet option and Click “Continue”



@g What type of device are you adding?

' Maoblle phone RECOMMENDED
nVIDIA- '® Tablet(iPad, Nexus 7, etc.)

What is this? 4

Landline
Need help?

UZF token

m

Powered by Duo Security

13. Select the Operating System on Tablet.

@a What type of tablet are you adding?

'~/ 105 (iFad, iPod Touch)
nVIDIA. '® Andreld

What is this? ¥

Need help? .

Powered by Duo Security

14. Install the Duo Mobile app on your device following the directions provided by the Duo
webpage.

«2 Install Duo Mobile for iOS

1. Launch the App Store app and
NVIDIA.
SR <’
AT &

search for "Duo Mobile”
2 Tap "Get™ and then “Install” to

cownioad the 3pp

ap "OK" when asked If Duo Mobile

Lhould Deé able 10 send push

NOTMICaTions

I have Duo Mobile instalied

15. Once installed, open the application on your mobile device.

16. After accepting the License Agreement, return to your web browser and click | have Duo
Mobile installed.

17. Within the Duo Mobile app, click Add Account.
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18. Activate Duo Mobile by scanning the barcode on the web browser using the app’s built-in
barcode scanner via your smartphone’s camera. When you successfully scan the barcode, a
green checkmark will appear.
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@g Activate Duo Mobile for Android

1. Open Duo Mobile
What is this? Cf

2 Tap the "+" button

3. Scan this barcode

Powered by Duo Security

19. Click the Continue button on the web browser.

Note: Having trouble scanning the barcode? Click the Having problems? link on Duo
Mobile and Duo will send you an activation link instead.

1. Cpen Duo Mobile.
2 Tap the “+" button.
3. Scan this barcode.

@2 Activate Duo Mobile for Android

an activation link emailed to

Maad halr

Powered by Diud Seourity

20. As a Recommended feature: Please choose “Automatically send this device a Duo Push”
option from Drop-down.



My Settings & Devices

S

Ahat is this? O + Add another device

Need help?

Powered by Duo Segurity Default Device:  Android

When II0gin: | Automatically send this device a Duo Push

£ e

':j'An-druid JUST ADDED
NVIDIA. ‘

Landline

1. Select your country from the dropdown list and enter in your phone number. Use the

14

number of your landline phone that you’ll have with you when logging in to a Duo-protected

application. Next, if applicable, enter in your extension.

2. Confirm that you entered your number correctly by checking the box; then, click Continue.
S —

Add a new device

(D My device's phone number Is...
United States H

NVIDIA. ., sosss v

ex: (201) 234-5678

What s this? C4
Negd help? Extension:

Powered by Dud Security

(920) 555-1232 is the correct number.

Back Continue

Verify ownership of the phone number you entered by clicking Call me.

Verify Ownership g sz0-ss5-1234

1. We can call you with a verification code to verify that you own this

NVIDIA.
- ==

2. Verification code (& digits:

What is this? [7
Need help?

Powered by Duo Seourity
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4. Duo will call you and provide a 6-digit verification code. Enter in the verification code and
click Verify.

5. After verifying your phone number, click Continue.

Verify Ownership 0 s2o.sss-123¢

il 1. We can call you with a verification code to verify that you own this
NVIDIA. .
K

2. Verification code (6 digits):

mber.

Calling you

6. Recommended Feature - If this is the device you'll use most often with Duo then you have to
choose option “When | Log in: Automatically call this device” from Drop-down.

With this option set, Duo automatically calls your phone to authenticate once you log in
to a protected application, saving you time during the authentication process.

Whenllegin: | automatically call this device

7. Congratulations!!! Your landline phone is ready to approve Duo authentication requests

Note: Yubikey and DigiPass token Enrolment will be only done by IT Admins.

http://ngvpn.nvidia.com

Launching the client:
a) Go to System Tray > locate the Cisco Tray lcon > Click Cisco AnyConnect Secure Mobility

”

Client and launch the client application “

Or
b) Go to Start > All Programs > Cisco > Cisco AnyConnect Secure Mobility Client and launch

”

the client application “

a)


http://ngvpn.nvidia.com/
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Cisco AnyConnect Secure Mobility Client
VPM: Disconnected

I =)
o B

Click to launch:

“Cisco AnyConnect Secure Mobility Client”

Customize...

=

B Hiae ,

Cisco
. Cisco AnyConnect Secure Mobility Clier CI | Ck to Ia un Ch .
¥ Cisco AnyConnect Secure Mobility €

Cisco ASDI— . “Cisco AnyConnect Secure Mobility Client”

) Cisco AnyConnect Secure Mobility Client
Cisco ASDY Cicco AnyConnect Secure Mobility Client
Cisco Securfy Tanage 3

Creative

1

Note: If your system is provided by Nvidia and your Java installation is up to date and functioning,
you can connect directly to a gateway and Cisco AnyConnect will install automatically.
example: https://nvgate01.nvidia.com

Step 2: Type the address of the server, in this example “ngvpn01.nvidia.com” Santa Clara gateway.
Click “Connect” to continue.

~
§ Cisco AnyConnect Secure Mability Client =15
i

VPN:
Ready to connect.

gvpnl 1.nvidia.com

Note: China Employees please ONLY connect using below gateways

Hong Kong (CN) - ngvpn30.nvidia.com, Beijing (CN) - ngvpn31.nvidia.com, Shanghai(CN) -
ngvpn32.nvidia.com, Shenzhen(CN) - ngvpn33.nvidia.com

Step 2: Extend the “Group” selection by selecting the down arrow. Select the appropriate Group for
your login.

For Employee “Employee” and Contractors “NV_Contractor”


https://ngvpn01.nvidia.com/
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"{ib' Cisco AnyConnect | ngvpn17 )

% Please enter your username and password.

Group:
Lisername: |py AURORA

NV_CCPLEX_DFD Use the dropdown to change the group
Password: E:ﬁgrﬁggamr setting to your login Group

PARTHER._RSA

Note: China Employees connecting to Hong Kong Gateway (ngvpn30.nvidia.com) kindly use

“"

” group however while using any other China Gateways (NGVPN31/32/33)
kindly use “ ” group.

Supply your login credentials...

Duo uses “ ” for first level authentication.
Username: <AD Username>

Password: <AD Password>

Below are the different authentication methods can be used for Duo authentication
a) Push Notification (NVIDIA IT Recommended):
Duo Push notification will require Internet connectivity (Mobile Data or Wi-Fi). You can check below
video
https://www.youtube.com/watch?v=ivN_ DiXIW70

”

Contractors and Employees: Username: <AD Username> Password: <AD Password>. Click “ to

continue.

§ Cisco AnyConnect | US Santa Clara (NGVPNO1) X

ﬁ Please enter your username and password.

Group: Employee ]

Username: |AD Username |

Password: l AD Password I

OK Cancel

Kindly check your Mobile phone having Duo Mobile installed to “ the Duo Notification.


https://www.youtube.com/watch?v=ivN_DiXlW7o
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>

NVIDIA.

NVIDIA Corporation
NVIDIA NGVPN DUO

118.165.66.191
Taipel, TW

August 31, 2016, 22:21

NOTE: For first use please keep your Duo Mobile app opened on your Phone to quickly “Approve”
the authentication event (default authentication timeout is 12 seconds) once authenticated
AnyConnect client will download the setting of 60 seconds’ authentication time-out.

You should be connected to the VPN.

i), VPN Connected to

CISCO ngvpn01.nvidia.com

Note: Users in China with Android device will require to use Pull to refresh to get Duo notification in
Duo Mobile App (Reference Link: https://duo.com/docs/whats new in_duo mobile#pull-to-refresh
). If you haven’t sent Default Authentication Method

Please use " " (no space after comma) for login to VPN.

'y Cisco AnyConnect | US Santa Clara (NGVPNO1) =

% Please enter your username and password.

Group: | Employee w |

Username: = AD Username

Password: | AD Password,Push |

[ oc [ coem ]



https://duo.com/docs/whats_new_in_duo_mobile#pull-to-refresh
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Click “OK” to continue. You should be connected to the VPN.

] VPN Connected to

CISCO ngvpnd1.nvidia.com

b) Passcode:

You can generate a passcode from Duo Mobile app (no internet connectivity required) for login to
the VPN. Open your Duo mobile app and click on the symbol to generate the passcode.

11:02 AM

s =
632814«

Note: Please use " " for login to VPN. If your Windows/AD password is ABCD1234
then you should use " " (no space between comma and passcode) in Cisco VPN.

Passcode method can be used for first time login to Cisco AnyConnect VPN client as authentication
timeout won't affect the passcode login (we are providing Password+Passcode same time).

-

@ Cisco AnyConnect | US Santa Clara (MGVPMO1) o,

% Please enter your username and password.

Group: | Employee w

Username: = AD Username

Password: |ABCD121343,632814

Click “OK” to continue. You should be connected to the VPN.

1IN VPN Connected to

CISCO ngvpn01.nvidia.com

c) Phone Call:

You will phone call on your registered mobile device phone number or landline number. You will
receive the call and press any key on the authenticate (kindly listen to IVR).

o

" (no space between comma and Phone)


https://wiki.nvidia.com/duo/index.php/File:Duopasscode.png
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@ Cisco AnyConnect | US Santa Clara (MGVPMO1) o

% Please enter your username and password.

Group: | Employee w

Usermame: = AD Username

Password: |AD Password, Phone

Note: Please don’t type actual phone number in place of Phone.
Click “OK” to continue. You should be connected to the VPN.

] VPN Connected to

CISCO ngvpnd1.nvidia.com

d) SMS:

Duo will send you set of multiple passcodes over SMS and you can anyone of the code for login
to VPN.

@ Cisco AnyConnect | US Santa Clara (MGVPMNO1) i&l

% Please enter your username and password.

Group: |Employee i

Usermame: = AD Username

Password: | AD Password, SMS

ok ][ cone

You will receive set of passcodes on your registered phone number and you can any of the code
for authentication.

Cisco AnyConnect will show you login failed message. Enter the passcode received on the SMS
along with AD Password.

“

” (no space between comma and passcode)
Check below snap as example where “ ”'is AD Password (Windows Password) and
“ " is the passcode received on SMS.



(% Cisco AnyConnect | US Santa Clara (NGVPNOL)

% Login faled. <]

Group: |Employes e

Username: AD Username

Password: ABCD121343,632814

QK ] ’ Cancel

Note: SMS authentication is not reliable service for India Users because of regulatory reasons.
Click “OK” to continue. You should be connected to the VPN.

o] VPN Connected to

CISCO ngvpn01.nvidia.com

e) Yubikey Token
For authenticating using Yubikey Token Username: <AD Username> Password: <AD Password,>

-

'Y Cisco AnyConnect | US Santa Clara (NGVPNO1) 3]

% Please enter your username and password.

Group: | Employee L

Username:  AD Username

Password: | AD Password,

[ o ][ cone

Then touch (around 3to 5 seconds) the Yubico token check below snap for reference

21



You will a long string (passcode) automatically added after touching the Yubikey for 3-5 seconds.

i - 1 . -

% Please enter your username and password.

Group: |Employee e

Username: |AD Username

Passwaord: | i

K Cancel

You should be connected to the VPN.

ul]‘l |I|;- VPN Connected to
CISCO ngvpn01.nvidia.com

f) Digipass Token

To authenticate using a DigiPass token, Press the button on your DigiPass token to generate a new
Token code.
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Enter Password, and type the displayed Token code (“ no space after comma).

% Cisco AnyConnect | US Santa Clara (NGVPNO1) Ex™

Please enter your username and password.
type Token code here -]

Usermame: = AD Username

Password:  AD Password,

T ok | [ conee

Click “OK” to continue. You should be connected to the VPN.

o] VPN Connected to

CISCO ngvpn01.nvidia.com

”

PSG users: Username: <AD username> Password: <AD Password> supplied by NVIDIA. Click “ to
continue.

f§  Cisco AnyConnect | ngvpn01.nvidia.com Bl

Please enter your username and password.

Group: PSG L]
Username: P5G - Use the NVIDIA account for PSG
Password: | FEE

Cance

On first logon the gateway will push the profile setting and install the posture module on the

local system. Thisis a “ ” installation and will not be repeated on subsequent logins.

el VPN Connected to
CISCO ngvpn01.nvidia.com

14:18

P | | [} )
B0 0002014

The AnyConnect application is in the windows system tray. Click to launch.



24

‘ Cisco AnyConnect Secure Mobility Client

VPM: Disconnected

B 56—

1 Customize...

+ I “Cisco AnyConnect Secure Mobility Client”

Click to launch:

14:51

20/02/2014

Step 2: You will see the new profile has self-populated the address field. Click “Connect” and login
as described above.

E =
£ Cisco AnyConnect Secure Mobility Client ‘@ﬂu‘

VPN
Ready to connect.

MGVYPNO1 Santa Clara - Connect |

END.

MAC OSX installation

Client installation steps

Step 1: Navigate to the client installation file macosx-3.1.13015.dmg downloaded above (note the
filename will change without notification to the latest available client). Move the file to your desktop
then Double click to start the client installation.

Mon 11 Jan 14:14:25 Danny Sehmi Q =

-4

macosx-3.1.13015.
dmg

r

Step 2: Double Click “AnyConnect” to start the client installation.



[ N ) |%| AnyConnect 3.1.13015

ST
CISCO

3>

AnyConnect Secure Mobility Client

Step 3: Click “Continue” to start the installation.
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@ ‘w Install AnyConnect Secure Mobility Client

Welcome to the AnyConnect Secure Mobility Client Installer

You will be guided through the steps necessary to install this

¢ Introduction
software.

License
Destination Select
Installation Type
Installation

Summary

at]rat] e
CISCO

Continue

Step 4: Click “Continue” then accept the license agreement.




« Install AnyConnect Secure Mobility Client a

Software License Agreement

Cisco End User License Agreement

Introduction
IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT

License CAREFULLY. DOWNLOADING, INSTALLING OR USING CISCO OR
o CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

Destination Select AGREEMENT.

nstallation Type CISCO SYSTEMS, INC. OR ITS SUBSIDIARY LICENSING THE

SOFTWARE INSTEAD OF CISCO SYSTEMS, INC. ("CISCO") IS WILLING
TO LICENSE ITS SOFTWARE TO YOU ONLY UPON THE CONDITION
Summary THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS END
USER LICENSE AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS
ON THE LICENSE SET FORTH IN A SUPPLEMENTAL LICENSE
AGREEMENT ACCOMPANYING THE PRODUCT (COLLECTIVELY THE
"AGREEMENT"). TO THE EXTENT OF ANY CONFLICT BETWEEN THE
TERMS OF THIS END USER LICENSE AGREEMENT AND ANY
SUPPLEMENTAL LICENSE AGREEMENT, THE SUFPLEMENTAL
LICENSE AGREEMENT SHALL AFPLY. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE, YOU ARE BINDING
YOURSELF AND THE BUSINESS ENTITY THAT YOU REPRESENT

Installation

1) | Il I I (COLLECTIVELY, "CUSTOMER") TO THE AGREEMENT. IF YOU DO NOT
AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEN CISCO IS
CISCO UNWILLING TO LICENSE THE SOFTWARE TO YOU AND (A) YOU MAY
Print... Save... Go Back Continue
H “ ” H
Click to continue.

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and [
quit the Installer.

Read License Disagree Agree

Uncheck all other options. Only the VPN client is to be installed, then click “

w Install AnyConnect Secure Mobility Client [
Custom Install on “C-DRIVE"
Package Name Action Size
Introduction VPN Install 14 MB
e - Web Security Skip 3.2 MB
L Diagnostics and Reporting Tool Skip 1.7 MB
Destination Select | Posture skip 71 MB
Installation Type
Installation
Sumrmary
Space Required: 14 MB Remaining: 217.04 GB
TN
Go Back Continue

Click “ ” to continue.



® 00 ‘e Install AnyConnect Secure Mobility Client
Standard Install on “C-DRIVE"
e Introduction This will take 14 MB of space on your computer.
o License Click Install to perform a standard installation of this software
on the disk “C-DRIVE"
« Destination Select
@« Installation Type
Installation
Surnmary
.éllls'élnol. Change Install Location...

Go Back Install
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Step &: If prompted you will need to enter your local username and password to allow the install to

proceed. Enter the credentials then click “Install Software”.

L

N Installer is trying to install new software. Type
your password to allow this.
|

Username: | |

Password:

Cancel Install Software

Step 9: Click “Close” to complete the installation.

Introduction
License
Destination Select
Installation Type

Installation

Summary

at]ran]n
CISCO

w Install AnyConnect Secure Mobility Client

The installation was completed successfully.

The installation was successful.

The software was installed.

Go Back Close
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Connecting to NVIDIA’s Corporate Gateways

Note: A full list of corporate gateways is available here: http://ngvpn.nvidia.com

e Itis recommended that you connect to the gateway nearest to you or to the
regional Data Center.

Step 1: Navigate to your application folders > Cisco > then launch the AnyConnect client by double
clicking the icon.

[ oW ) ™ Cisco
< Hll = o ol =mv, M a © »

Favorites

— -
B Al My Files G @
&™) iCloud Drive ¥ .

5] Desktop Uninstall
= Secure M...lity Client AnyConnect

Step 2: Type the address of the server, in this example “ngvpn01.nvidia.com” Santa Clara gateway.

Click “Connect” to continue.

G AnyConnect wlret]
,. 00 ‘Secure Mobility Client 15CC

VPN:
g Ready to connect.

i ngvpnO1.nvidia.com Connect

Step 2: Extend the “Group” selection by selecting the down arrow. Select the appropriate Group for
your login.
“Employee” for Employees and “NV Contractor” for Contractors

{5‘ Cisco AnyCoennect | ngvpn1? >

ﬁ Please enter your username and password.

Group: Employee

Username: NY_AURORA

NV_CCPLEX_DFD
Password: |MV_Contractor
PARTHER
PARTMER._RSA
P3G

VGEX

Use the dropdown to change the
Group setting to your login Group

Step 4:
Kindly refer the Step4 from Windows OS Procedure.



http://ngvpn.nvidia.com/
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PSG users: Username: <AD username> Password: <AD Password> supplied by NVIDIA. Click “OK” to
continue.

Cisco AnyConnect | ngvpn© 1.nvidia.com

E Please enter your username and password.

Group:  PSG
Username: |PSG - Use the NVIDIA account for PSG |
Password: Iu----n I

Cancel

6o © & < % Z o) 100%@3 Mon 11Jan 15:17:39 Danny Sehmi Q =

Congratulations! You have successfully connected to NGVPN.

Reconnecting to the Gateway

Step 1: Launch the AnyConnect client by navigating to Application > Cisco and then double-clicking
Cisco AnyConnect Secure Mobility Client. You will see the new profile has self-populated the address
field. Click “Connect” and login as described above.

ollltlllu
CISCOD

f'° VPN:

Ready tc connect.

| US Santa Clara (NGVPNO1) ' Connect

N3

Step 2: Enter your login credentials. Then click “OK”.
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Cisco AnyConnect | US Santa Clara (NGVPNO1)

) peitin user

AL aiting user input.

R— _
Group: Employee ﬂ

Username: dsehmi

Passcode: ssssssssss

Navigate to the client installation file linux-64-3.1.13015.gz downloaded above (note the
filename will change without notification to the latest available client).

™ Home Downloads

Places ;
® Recent N—
™ Home linux-64-3.1.13015.
z
[m Desktop 9

[} Documents

v Downloads

Unpack the gunzip file by opening a terminal window. Change directory to the location of
the file and then unpack the gunzip file as shown below. You will now see a tar file.

™ Home Downloads

Places
© Recent L far |
™ Home linux-64-3.1.13015

[ Desktop

danny@danny-linux07: ~/Downloads
danny@danny-1linux07:~S cd Downloads/

danny@danny-1linux®7:~/DownloadsS gunzip linux-64-3.1.13015.9z
danny@danny-1inux@7:~/Downloads$ i

Unpack the tar file by typing the commands in a terminal window as shown below. You will
see a new folder appear anyconnect-3.1.13015 in this case.
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M Home Downloads

Places
® Recent d tar
A Home anyconnect- linux-64-3.1.13015
3.1.13015
[ Desktop

danny@danny-linux07: ~/Downloads
danny@danny-linux®7:~% cd Downloads

danny@danny-Llinux@7:~/Downloads$ gunzip linux-64-3.1.13015.9z
danny@danny-Llinux®7:~/Downloads$ tar -xvf linux-64-3.1.13015

Using the terminal navigate to the new folder ( ) which was
extracted in the step above. Then type: “ ” When requested enter the sudo
password for the system.

™ Home Downloads

Places
O Recent h-‘ tar
™ Home anyconnect- linux-64-3.1.13015
3.1.13015
[ Desktop

danny@danny-linux07: ~/Downloadsfanyconnect-3.1.13015/vpn
danny@danny-1linux87:~% cd Downloads/anyconnect-3.1.13815/vpn
danny@danny-1inux®7:~/Downloads/anyconnect-3.1.130815/vpn$ sudo ./vpn_install.sh
[sudo] password for danny:

When prompted type “” to agree to the license terms. The installation will then complete.

Do you accept the terms in the license agreement? [y/n] vy
You have accepted the license agreement.

Please wait while Cisco AnyConnect Secure Mobility Client is being installed...
Starting Cisco AnyConnect Secure Mobility Client Agent...

danny-1linux®7:~/Downloads/anyconnect-3.1.13015/vpns

https://ngvpn.nvidia.com

”

To launch the client go to search and type “


https://ngvpn.nvidia.com/
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(0}
@ | © BRyconnect

Eii Applications

S,

Cisco Anyconnect
Secure Mobility Client

Type the address of the server, in this example “ ” Santa Clara gateway.

Click “Connect” to continue.

(Full list of gateways is available here: https://ngvpn.nvidia.com )

@ ® @ Cisco AnyConnect Secure Mobility Client

% Connection | @ Statistics | & About
TIr
CISCO
Connect to: :ngvpnm.nvidia.coml v o
| % Connect |
Ready to connect.
Extend the “ ” selection by selecting the down arrow. Select the appropriate Group for

your login.

"

"” for Employees and “ ” for Contractors


https://ngvpn.nvidia.com/
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@ - 0 Cisco AnyConnect Secure Mobility Client
% Connection | €@ Statistics | &% About

TmIr
CISCO

Ennd@ttn: [ngvpnm.nvidia.mm |'] @

Group: [Empluyee v .
— Use the dropdown to change the
Username: e Group setting to your login Grou
" NV_AURORA e .
MY CCPLEX DFD
Password: - -
NV_Contractor
PARTHER
PARTNER_RSA
PSG
VGX
Please enter your username ana password.

Step 4:

Kindly refer the Step4 from Windows OS Procedure or watch below video for Duo Push procedure:

https://www.youtube.com/watch?v=4MfeDTC-2A4

PSG users: Username: <AD username> Password: <AD Password> supplied by NVIDIA. Click
“Connect” to continue.


https://www.youtube.com/watch?v=4MfeDTC-2A4

(2 Cisco AnyConneckt Secure Mobility Client

% Connection

@ Statistics | &4 About

vl
CISCO

Connect to: |ngvpn01.nvidia.com

Group: NVIDIA_Employee_Unrestricted
Username: | PSG — Use the NVIDIA account for PSG
Passcode: | PSG— Password from NVIDIA account

| Connect |

Awaiting user input.

To launch the client go to search and type “

@

§ | ® anyconnect

fii Applications

e

Cisco Anyconnect
Secure Mobility Client

You will see the new profile has self-populated the address field. Click “

as described above.

34

” and login
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) Cisco AnyConnect Secure Mobility Client

% Connection | @ Statistics | & About

wtfoen]n
CIsco

Connect to: |US Santa Clara (NGVPNO1) v o

| % Connect |

Ready to connect.

For new device enrolment and managing enrolled devices users can login to Device Management
Portal using URL https://duo.nvidia.com from Outside NVIDIA network.

NVIDIA. Duo Device Management

Username:

Enter NTAccount NVIDIA Domain/Login Username

Password:

NVIDIA Login/Domain Password

Ne
¢ LOGIN

If you have already completed the Device Enrolment process you will be challenged for 2 Factor

authentications. Available options will be

Call Me: Choose Call Me method to get Phone call on registered mobile number. Pick-up a phone
call and IVR will instruct to press any key for authentication. Once authenticated you can manage

enrolled devices or add new device.


https://duo.nvidia.com/

Passcode: Choose Passcode authentication to use the passcode generated in Duo Mobile app or
passcode received over SMS for authentication. Check below image to check the passcode from Duo
Mobile App. For receiving passcode over SMS, Click “Text me new codes” and once you will receive
the batch of passcodes use anyone passcode to authenticate in Device management portal (old sms
passcodes will get expired once you receive new batch of sms passcodes).

11:02 AM

>
b} o

632814

@D Device: | Android (+XX 0000 X5294) v

Choose an authentication method

e

MNeed help?

m

(o]
ea]
LA

Lad
(=]

Powered by Duo Security

IEN]

Duo Push Send Me a Push

Enter a passcode from Duo Mobile, a text, or a hardware token. Your Text d %
next SMS passcode starts with 1. IS NEWEORES

Duo Push: Choose Duo Push authentication method to receive Push Notification on your mobile
device (China Android users kindly use Pull to Refresh or if you are unable to see Duo Push
notification please try the Pull option).

Click on Navigation Icons on the left to view required content on Help frame.



https://duo.com/docs/whats_new_in_duo_mobile#pull-to-refresh

n

Enroll Device

Reinstall Duo

Add New Device

Lost Phone

O

Connecting to VPN

©

Duo Help

Authentication method:

Click appropriate option from Left Navigation Pane for accessing help
content.

"Call Me" ?
« To receive a phone call on your registered phone number. Press any key for
authentication.

"Enter a Passcode” ?
» Enter one-time code generated by Duo Mobile App or received over SMS.

"Send Me a Push” ?
+ Receive a Push notification on your registered mobile device having Duo
IMobile App installed and Active.
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Note: If you already completed Device Enroliment then by portal will load “Authentication method”

help frame. For New user’s portal will load “Enrolling New Device” Help Frame.

Enroll Device

Reinstall Duo

Add New Device

-
Lost Phone

O

Connecting to VPN

A

Enrolling New Device:

Click Start Setup button.
Select Device type (Mobile/Phone/Tablet/Landline).

Enter Phone number for Enrollment.

Select the phone type (iPhone/Android/Windows/Other).
Install or Open Duo App on the phone and click "I have Duo Mobile.”
« Scan QR code.

« Your new device is Added.

Welcome Prasad Kuber,

S

What is this?
Need help?

NVIDIA

Powered by Duo Security

Device: | corporate HTC Phone (+XX XXXXX X5294) v

Choose an authentication method

@ Call Me call Me
Passcode Enter a Passcode

Duo Push Send Me a Push

K]




Note: If you want re-activate Duo Mobile app please use Call Me or Passcode (SMS passcode) for
authentication.

Once logged in to the Device Management portal you can view the authentication devices added.

@a My Settings & Devices

=y
nVIDI n Ut Corporate. +XOCK-XOO-XKKX Device Options
What is this? [ . .
T 1 Office Bt = XXX-XXX-XXXX Device Options

Powered by Duo Security -
i} Android Device Options

% Landiine - XXX-XXX-XXXX Device Options

Token XXXXXX Device Options

1

For activating Duo Mobile App please click on the Device Options

”

Then click on “

ﬂ -
L} Android @
D Reactivate Duo Mobile 4 Change Device Name

”

“

Note: You can also change the “
option.

¢>- Delete Device

Select the type of mobile device and click “

or ” the device by selecting appropriate

”
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IPhone

*  Androld
BlackBerry
Windows Phone

Other (and cell phones)

m

Install Duo Mobile on your phone and click on “

Install Duo Mobile for Android

and search for "Duo Mobile”.
2 Tap "Install" to install the app.

a D Mahile
D SECAIRTY 14
m | have Duo Mobile installed

1. Launch the Google Play Store app

Activate Duo Mobile by scanning the barcode on the web browser using the app’s built-in barcode

39

scanner via your smartphone’s camera. When you successfully scan the barcode, a green checkmark

will appear.

Note: Having trouble scanning the barcode? Click on link “Or, have an activation link
emailed to you instead.”, Duo will send you an activation link on email.



Activate Duo Mobile for Android

1. Open Duo Maobile,
2 Tap the "+" button.
3. Scan this barcode.

For adding additional device for Duo authentication. Click “Add another device”

+ Add another device

You can also change the “ ”or“ ” option, check snaps below

Default ?Evicez Android E

. _ Corporate HTC Phone
Whenllogin: | office Extension

Landline
Default Device: | Corporate HTC Phone

Whenllogin: | Automatically send this device a Duo Push E

ﬁ Aszk me to choose an authentication method

m Automatically call this device

Note: Cisco AnyConnect will send Duo Push if you have added any Push Capable device
(Phone/Tablet) or device having Duo Mobile App configured to receive Duo Push. In case if you
added device without installing Duo Mobile App (Landline/Cell Phone) then you will get Phone Call

automatically. For getting phone call while login to VPN enter "

"(no space after

40
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comma). If the option set to “ ” you will need to enter

“u

" (no space after comma) everytime while signing in to Cisco AnyConnect.

What is ?

Duo Security is a two-step verification service that provides additional security for access to
institutional data, servers, applications, and personal data. Duo combines modern two-factor
authentication with advanced endpoint security solutions to protect users from account takeovers
and data breaches during VPN connections.

Why two-factor

Two-factor authentication strengthens your login security by requiring two methods, or factors, to

verify your identity. By adding a second layer of security, your account is secure even if your
password is compromised. With Duo, you’ll be alerted right away (on your phone) if someone is
trying to Connect to VPN as you.

This second factor of authentication is separate and independent from your username and password
— Duo never sees your password.

The factors may include:

e Push Notifications — a mobile push notification and one-button verification of identity to a
smartphone (requires the free Duo Mobile app)

o Mobile Passcodes — a one-time code generated on a smartphone

o Phone Callbacks — a telephone call which will prompt you to validate the login request

e SMS Passcodes — a one-time code generated by Duo and sent to a handset via SMS text
messaging

e Hardware Tokens (DigiPass, Yubikey)

You can generate a passcode from Duo Mobile app for login to the VPN. Open your Duo mobile app
and click on the KEY symbol to generate the passcode.

11:02 AM

<X
DV%A. ¢

632814


https://duo.com/solutions/use-case/two-factor-authentication
https://wiki.nvidia.com/duo/index.php/File:Duopasscode.png
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Note: Please use "Password,Passcode" for login to VPN. If my domain/windows password is
ABCD1234 then | must use "ABCD1234,632814" (no space between comma and passcode) in Cisco
VPN.

9 Cisco AnyConnect | US Santa Clara (NGYPNO1) e

rn:l Please enter your username and password.

Fr—

Group: |Emp|oyee - |

Username: = AD Username

Password: |ABCD121343,632814

CK | | Cancel

No. Duo is available ONLY for Mobile devices. Below are operating OS platforms:
Android

i0S

Windows

Blackberry

You can still use Call option for authentication.

Yes, you can enrol multiple devices in Duo from Device Management Portal http://nv/duo/ (Portal
Help). Please contact service desk for further assistance.

Yubikey needs to be added as Hardware token from Duo Admin Console. Hence, only IT admins can
assign Yubikey tokens.

SMS is not reliable service for Duo Authentication for (India users) because of regulations. Kindly use
Call or any other authentication method (Passcode/Duo Push) for authentication.


http://nv/duo/
https://wiki.nvidia.com/itapps/index.php/Main_Page/Duo_Enrollment
https://wiki.nvidia.com/itapps/index.php/Main_Page/Duo_Enrollment
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Using the Duo Mobile app on devices running Windows Phone is supported. Microsoft tablets that
run a desktop operating system are not a supported second factor of authentication, just as
Windows desktop workstations are not a supported authentication method.

Because the Approve and Deny buttons are immediately visible in the dropdown notification, we
require you to press Confirm after choosing to approve. This is to prevent the accidental approval of
a login request.

iOS devices don't require confirmation because you must first pull down on the notification to see
the Approve button.

No, there is not a standalone Duo Mobile app for Android smartwatches, but you can approve
authentication requests on your watch via the notification. After approving the authentication
request, you will be asked to confirm.

IT Recommended authentication method will be Duo Push; however, if you don’t want to use your
Mobile device (only users without NVIDIA Corporate Mobile device or not opted for Mobile Device
Stipend are eligible) OR you do not have a mobile device to use, your alternate options are either a
Tablet/Landline phone call or to request a Hardware token (Yubikey or Digipass).

Whether Duo Mobile accounts are retained or not depends on the device's operating system. On
i0S, all accounts are retained in the device's secure keychain when you delete the app. This means
both Duo-protected and third-party accounts will be available if you reinstall Duo Mobile. Accounts
are only deleted when done so explicitly in the app. On Android and Windows Phone, all accounts
are deleted when you delete the app.

While Duo Push and other features do work in China (on Apple Devices), the Google Play Store is not
available on Android Devices, and SMS messages containing links are blocked. Users can get Duo
App APK file from IT (Path: \\mis1\apps\vpn\Duo).

Users in China with Android device will require to use Pull to refresh to get Duo notification in Duo
Mobile App (Reference Link: https://duo.com/docs/whats new in duo mobile#pull-to-refresh)



file://///mis1/apps/vpn/Duo
https://duo.com/docs/whats_new_in_duo_mobile#pull-to-refresh
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| am getting account locked out message while login using
Duo?

Your account will get locked out if your authentication fails 30 times. Your account status will revert

to active automatically after 30 minutes.
My NVIDIA Domain Password is expired?
Kindly call Servicedesk to reset your Domain Password.

How can get Duo Push or Phone call on my second device?

Please use below format in password option in Cisco AnyConnect for getting Duo Push on second

device.

"Password,Push2" (no space between comma and Push2)

Y Cisco AnyConnect | US Santa Clara (NGVPMO1) [E3]

% Please enter your username and password,

Group: [Employee vl

Username: = AD Username

Password: |ABCD1234,PUSh2

[ oc | [ conea |

Please use below format in Cisco AnyConnect for getting Phone Call on second device

"Password,Phone2" (no space between comma and Phone2)

9 Cisco AnyConnect | US Santa Clara (NGVPNO1) |3

% Please enter your username and password.

Group: | Employee [

Username:  AD Username

Password: | ABCD1234,Phone2

[ o [ comel |

Note: For getting sms on your secondary device you can use "Password,sms2" (no space

between comma and sms2)
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9) Cisco AnyConnect | US Santa Clara (NGVPND1) |3

% Please enter your username and password.

Group: |Employee ~

Usermname: = AD Username

Password: | ABCD1234,Phone2

[ o [ cnce

| have set option to "Automatically call this option" however
still getting Duo push instead of phone call while login to VPN
using Cisco AnyConnect?

Default Device: | |andline +91 20 6641 3000

Whenllogin: | Ask me to choose an authentication method ¥

Cisco AnyConnect will send Duo Push if you have added any Push Capable device (Phone/Tablet) or
device having Duo Mobile App configured to receive Duo Push. In case if you added device without
installing Duo Mobile App (Landline/Cell Phone) then you will get Phone Call automatically. For

getting phone call while login to VPN enter "Password,Phone"(no space after comma)

9 Cisco AnyConnect | US Santa Clara (NGVPNO1) X

% Please enter your username and password.

Group: Employee %

Username: |AD Username |

Password: | AD Password,Phone |

| have formatted my mobile how can | activate/register Duo
Mobile App again?

Please login to Duo Device management portal URL: https://duo.nvidia.com and authenticate using

your NVIDIA Username and Password.


https://duo.nvidia.com/
https://wiki.nvidia.com/duo/index.php/File:Duo100.jpg

46

NVIDIA. Duo Device Management

Username:

Enter NTAccount NVIDIA Domain/Login Username

Password

NVIDIA Login/Domain Password

Need Help?
¢ LOGIN

Once logged in please click on “Call Me” option and you receive a call on your registered mobile

number. Kindly pick up the call and follow the IVR instructions (press any key to authenticate).

@D Device: | Android (XX 00X X5294) v

Choose an authentication method

B

Meed help?

Powered by Duo Security L Passcode ter as
ered by Se W .ﬂ Enter a Passcode
Duo Push Send Me a Push

<,

Click on “Device Options” and then click “Reactivate Duo Mobile”

!w! Android

E Reactivate Duo Mobile 4 Change Device Name .

Select the type of mobile device and click “Continue”




IPhone

*  Androld
BlackBerry
Windows Phone

Other (and cell phones)

m

Install Duo Mobile on your phone and click on *I have Duo Mobile installed”.

Install Duo Mobile for Android

1. Launch the Google Play Store app
and search for "Duo Mobile”.
2 Tap "Install” to install the app.

= D Rdahile
DD SETURITY, INC
m | have Duo Mobile installed

Activate Duo Mobile by scanning the barcode on the web browser using the app’s built-in

barcode scanner via your smartphone’s camera. When you successfully scan the barcode, a

green checkmark will appear.

Note: Having trouble scanning the barcode? Click on link “Or, have an activation link

emailed to you instead.”, Duo will send you an activation link on email.

Activate Duo Mobile for Android

1. Cpen Duo Mobile.
2 Tap the “+" button.
3. Scan this barcode.



https://wiki.nvidia.com/duo/index.php/File:DMP_image010.png
https://wiki.nvidia.com/duo/index.php/File:DMP_image011.png
https://wiki.nvidia.com/duo/index.php/File:DMP_image012.png
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Once you receive the link just open the link using Duo App and the account will be added to Duo

Mobile app.

Enrolling your mobile device to Duo Mobile: https://www.youtube.com/watch?v=4jp7Ps5mc-U

Logging in to Cisco AnyConnect (Windows): https://www.youtube.com/watch?v=ivN DiXIW70

Logging in to Cisco AnyConnect (Ubuntu): https://www.youtube.com/watch?v=4MfeDTC-2A4

Duo Device Management Portal (External-Accessible from Internet): https://duo.nvidia.com

Duo Device Management Portal (Internal-Accessible from NVIDIA Network or VPN):
http://apps.nvinfo.nvidia.com/NVDuoEnrollment/Home/

Duo ITHELP Knowledge Base: https://nvidiaprod.service-now.com/navpage.do

http://ITHELP.NVIDIA.COM



https://www.youtube.com/watch?v=4jp7Ps5mc-U
https://www.youtube.com/watch?v=ivN_DiXlW7o
https://www.youtube.com/watch?v=4MfeDTC-2A4
https://duo.nvidia.com/
http://apps.nvinfo.nvidia.com/NVDuoEnrollment/Home/
https://nvidiaprod.service-now.com/navpage.do
http://ithelp.nvidia.com/

